
At Blue Eye, we approach cybersecurity with the same rigor 

as physical security. 
We’ve built best-in-class IT infrastructure to 
maintain the integrity of every interacting software, 
hardware and network. 

Blue Eye’s mission is to deliver peace of mind to 

the end customer. This extends to every touchpoint in 
the process of monitoring a site, includingthe handling 
of sensitive data. In fact, we employ a team of data 
engineers and information security professionals who 
are constantly seeking out the latest technologies and 
proactive cyber defense strategies with the objective of 
minimizing the potential for breach.   

Offering end-to-end encryption and straightforward,  
secure firewall requirements. 

Customer data is encrypted from the moment it's 
captured until the moment it's disposed of up to three 
weeks after being cached. Further, our infrastructure 
allows only authorized communications and blocks 

any unauthorized access attempts. These measures 
guarantee the confidentiality and integrity of all 
captured video data, allowing our end-customer to rest 
assured that their security needs are being met with 
the highest standards of protection and reliability. 
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Camera Network Data Encryption
The Blue Eye platform uses two layers of encryption: one for 
the data, and another for the transmission of data.



Only authorized users can access decrypted video and data.

Security Updates

API

Security Technologies
TLS Connection: TLS 1.3, X25519 & AES-128-GCM

Data Storage: AES-256 (SSE-C)

Management Connection: 256-bit ChaCha20, 128-bit Poly1305

Camera network isolation
Blue Eye AI Bridges are designed as “locked down” 
devices.

These on-site appliances isolate cameras from the 
internet, blocking inbound and outbound connections.
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